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ABSTRACT

A lightweight block cipher CHAM designed for suitability in resource-constrained environment has reasonable security
level and high computational performance. Since this cipher may contain intrinsic weakness on side channel attack, it should
adopt a countermeasure such as masking method. In this paper, we implement the masked CHAM cipher on 32-bit
microprosessor Cortex-M3 platform to resist against side channel attack and analyze their computational performance. Based
on the shortcoming of having many round functions, we apply reduced masking method to the implementation of CHAM
cipher. As a result, we show that the CHAM-128/128 algorithm applied reduced masking technique requires additional
operations about four times.

Keywords: Physical attack, Symmetric cipher CHAM, ARX cipher, Masking method
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Pherds AesA ok wsk BUsl FAY B
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Aol =Fd 4 Q17| ol

Qutput | 2" =z2r

1. I'—~
2.1 R4 DAY Ha Iy 2. T—ar

3. 2 «I'®r

B ey MR G Y vked B % s

7 e A QAL d8 A e 9 F7 ghe 6 I res
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¢ =a@rd G r qleull Qike Ed A% ror=e
e B A=o- ke FH 2 ERedE S
CHAM +30] tgt -84 whaz) Wk 7o e ar
2 Goubine] Aokst 71W-& #-&-3s}9ic]. end for

12. ' —2'2=T

In t: =B r . . .
pu T Fig. 2. Goubin's AtoB conversion method
o

Qutput © A=z~
e @3k}, Goubin 7148l 54& Q12 = Lol m
3. T 7-Tr RHEe] HHE odate] AsiE o] o] B4f W ddbgE
4 T Toy A8 ks Aotk § mu|E dibE ARshe
5 L lrer A% (2m+4)Me] XOR <4h,  (2m+1)4e)
b AND &l4F, me] Shift Q42 % (5m+5)4
8 A a7 o] 7]% dd4be] 2e¥rh vy Fig. 2 Goubin
o] A3t Abe-4-& vkl Wak dae]Es vERd
Fig. 1. Goubin's BtoA conversion method 7ot}
2.2 M98 OAY HE JlY 222 0T d&-78 Biad W8 7IE
Ao ulaz) WE AHe Al whad) B E Coron¥ Tchulkine Goubine] A|gkgt At&-
73 Hg AN 8 vy vhay B 3 ghe. T WA INe] BaR she i) wol vlad
2 MBS sPgelth. ¥ wreldE CHAM gs  1°Iehs 2t& A4sh Sl (look-up) el 7]
of Ue At vhad W@ JMeR Goubin o AEE ARG A Mg 7l els O
714, C-T 714, Debraize 714 443}, IE ALSARL. F. 2= (ddr,)Or, 2
kvl D9E AR a sael ol e A
221 Goubin AH&-Hg OjAZ HH3} 7|4 2] (carry) k& wI2] AlAtate] eoldel] AR &

3 AA gk odate] =3E o] AAbe| 2 HolE
Goubine] Aokst Abe-H-8 mpazl W3k 7|W e ol g3l 7|Holt). o|FA F4) Ho]ES o] %
(¢]3} Goubin 7|%)& 4 7 st dash ol wlBe] Z7)7h EoluA|R At &
A=z —7r)9 vkaz g S Q8o sta dag 25 Fd 4§ ke Ao °‘4 t}¢ Fig. 3
= JAS B e v = 3 2 =ahr s & A58 vhar) W3k due]ES vepd Aol



712 B9 3A9 e Y 2F U5

CHAM 785 91§ w22 71 A8 2

A1
&

M

Input : A=x—r, r
Output : " =z8r® (sllsll--lls)

[ Pre-computation — Table T Generation |
1. Generate a random k-bit s, a random 1-bit p
2. for i=0 to 2°—1 do

2.1 Thplli] = Gi+s) & (plls)

2.2 Mlpe1)lil = i+s+1)2 (plls)

B QUIDUE T80 e
1. A= A—(sllsl.-lls) mod 2 * *
2. 8=p
3. for i=0 to n—1 do

r=r,llr, (k-bit r)
A=A+r,mod oln=i) -
A=A, 114, (k-bit 4,)

Bllz = T3l 4]
z, = z/®r,
A=A, r=r,

4. Output &' = (z,_; Nz, 1 llz Il ) @ (sl sl ls)

Fig. 3. C-T's AtoB conversion algorithm
2.2.3 Debraize M&-F2 0jAaZ B3t 7|

Debraizex= Coronse] Agtelddd Ake-H-2
wtAaz) Mg 7o o xAd H 2846 digk BAE
78k 59 eo]E ko] A2 A5 vk

7) W3t <dwe]Z(0]8} Debraize 71)< ] 319
t}12). Debraize 714 C-T 7|y »kx~7] W
g AE fAsl ik E84E =9 U% Pd o
AL dlolefell Ek wlmeE 2 Aol v
& 4 ol A FEE s 8 AR 4t
HA A 1R|ES] W2 dwRme F45 vkad &

o= o] EAo|t}. s Fig. 4+ Debraize’}
Aokt A& viad] WSt 7Y dueES e
A Zlo]ch

Input © A, r,

Output : a2’

(Pre-computation)

1. Generate random number k-bit s,
1-bit p

2. for A=0 to 28—1 do

2.1 Tlold]l=(A+s)E(pls)

2.2 Tl (p£1) :1]—{A+.,——1_ﬁ|'—‘~[p||.5-]

1. A=A-

2. B=p

3. for i=0ton—1do

3.1 A= ARlA; ry = rppllry it Ay ryp)

3.2 A=A+ rﬂmod?l”_” “k

3.3 Bz = T14ll4;]

’ '
31 u[‘l' _‘}"f _rr\;

(sllsll...Is) mod2™ " ¥

3.5 ‘42‘41'!' Ty = Teh

4. 2" = (zgllzy Il My — 1) (sllsll--

Als)

Fig. 4. Debraize's AtoB conversion algorithm

3.1 KRJ SA oAz 7|H

Karroumi 52 & 27 2 F &Y
Hulol A2 oz F-& vka7] 5 fid AxE
Z3H38l= SA "7 7 (elst KRJ 7)) S A3
o2 Aksledrt(13). KRJ 71W-2 AND, XOR,
Shift 4ka} 722 7]2A-¢l =2 diter §&

Input =« ¥y .. 7

v

Output @ 2

1. =~ 10. B=2< 1
2. T=a'ry 11. c=Cc<1
3. =C08T 12, 2" =2" Py
4. T:I’/\T‘y 13. r‘::r‘rqlry
5. Q=037 14. T=Cnrz'
6. T=y Ar, 15. R=05¢T
7. Q=03T 16. I'=CAr,
8. I'=r,nr, 17. =024 T

9. =087
18. for i=2 to k—1 do

18.1 T=8B/rz 18.4 B=B+T
18.2 B=BATr, 18.6 B=FB<1
18.3 B=BF 2

19. 2’ =2"¢FB 20, 2=z C

Fig. 5. KRJ SA masking method
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71el AL 2 (5k+21)9 7]& <dAko]
gF KRJ 7192 (5k+8)2] 7] olite] HosiA
Ho] Hr} §8A40F Ak GlAl daks 3T 4
gltl. kS Fig. 5= KRJ SA &1E|&S vehd
2ot

3.2 V-G SA OiAZ I8

Vadnala®} GroBschdl: KRJ 7|%e] edil=k
< WAz $18) AP Elo]ES o] 83 SA vk
719 (o138t V-G 71¥)S Alststdrt(14). VG 719

718 e kRE 9919 (2ds) +(ydDs,)
= AAFE o BAEkE ANElE VY Akl Al
op7) oAb DA A o] 83k Aolrt. ok Fig.
6= V-G SA "t 71E vebd Zleld)

a2 2 1o

3.3 CGTV SA oAz 7|H

Coron 5= 7249l QA dwEs AH3h=
KRJ 713 cl2A Kogge-Stone 23 4 oA
Aol 7HkeE wiss] ZEE Al ekl st
CGTV 71¥)(15). CGTV 71¥H< k=2"9] 37|

'

. r
Input = &'y, r,. 7y

Output : 2’

[Pre-computation)

1. Generate random number k-bit sy, s,.
1-hit p

2. for 4=0 to 2F—1 do

2.1 for B=0 to 2*—1 do

2.1.1 C=(A4A%s,)+(B%s,)

2.1.2 TiplAIB] = o= (plls,)

2.1.3 Tl(p+1)I4IB] = (C+1) % (plls,)

1. B=p

2. ' =a" % (syllsqll-lls; ) pr,

3. ¥ =y @ (salsyll..ls5) B,
2. for i=0 to n—1 do

2.1 gz, = gz lly;’]
3. 7 =( ::3'||---|zn_1;,’J€|3~1'"J.¥r‘;I
4. 2 =2 B (slsl-lsy)

Fig. 6. V-G SA masking method

’

Input : 2", ¢, rp. 7
Output @ =’

u

1. Generate random number k-bit s,. s,
2. P =SecXor(a'.y . Ty )
3. G =SecAnd(z".y .11 u)
4. G =G %Fr, .G =G%Fu
6. for i=1 to n—1 do
6.1 H=5665hif2‘((;'.r1,.5-1.2"'_1)
6.2 U= SecAnd(F .Hr,.5,.5,)
6.3 G = SecXor(G.Us,)
6.4 H= SecShift(P. Y- i-1)
5 P = SecAnd(P . Hr_.5,.5,)
6.6 F=FFr, T F=Pds,
T. H=SecShift(G.r,.5,.2""")
8. U= SecAnd(P.Hr,.5,.5,)
9. ¢ =SecXor(G.Us,)

10. 2" = SecNor(y .2".r,)
11. =/ =224 12. :'::'—PQFJ.
13. 2" ==,

Fig. 7. CGTV SA masking method
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QA3 A3 vhag) Wsk el SA vt
27) L o]WA A4 A Ak},

4.1 2% 22 2% YTAZ CHAM

CHAM &2 ¢39 = I
ARX(Addition, Rotation, XOR) @4h& 7]2o
2 o]Folx glom, 1Y =] 64~128H]E, 7]
Zol= 128~2560IEE A&}, g Fig. 8
CHAM <59 F b= daks vepdl Zlo|r},
Fig. 83 o] F W9 #= 3 o]%(ROL,
Rotation of Left) ¢14te] v]E $& == 7}
) wiol Ed o Zbzt (1, 8), (8, DNEA o
2 Zpo|7b glth miAIT o2 CHAM +39] 1™
H&r|e = Table. 13 Z2d = qdate] 7t
g Aol w9l o 47} 80~96°% t}E A o

3 daE|Fe w8 grke 53 /AT itk
g CHAM &5 3 dueEs e &=
g3 Gy AR BE 7)7h AR o] &
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!

H

o o] ghg Zopd & glrke Uit A4 Fsatod
A A6 Hokt 54¢ v wAlely 9
AR

X[3] S %3] N G LE
X\ Xl =Xl

X{1] . P Xl [ Xil1]
R ‘ :

RK[/mod 2k/w] / RK[/+1 mod 2k/w] _O /
. M [N
X{0- P roL, XalOl—{ D~ RoL Xi.2[0]

/ i1

Fig. 8. Two round functions beginning with the
even ¢-th round

Table 1. CHAM cipher parameters

Cipher n k r w E/w

Qite] EAIRTE. whebd g A A A ®
% 2Aaly) Wil CHAM 2= el w127
& A8 W e A4S vk WE e
AgaAL SA vk Z1HE A gstolof qitt.
WA, AR A vk wR e 44d
ol Bl 4k Mol g whagse] gle ¥

A

>
> oo

i

r>~

i o

p
TE AE v FoE WIk £ g
§

o
-

>
o

e 7 W
IS s Gl A48 Sl Fig, Sele o)
‘—— H

= w}2~7) H:]z:z_]-jq. /\LE_H } 7 B 3215— ,]u]sh:}
X[3]@M; \ [ X,,.[3](DMT‘ \ r)r,

A
X[2]oM, \ \"\ Xisg[2]0M, \ ‘\“—-XM)[Z]CBM,,,
Lo | \ \

K1 M,

ROL, \l ROLg |

RiGomo 2] i K+ 1 mod 21— ‘
i
A

ol0M, 4~—$—{W\ s mwgm L X, l0l0M,

Fig. 9. Round function with AtoB and BtoA
masking conversion method

4.3 SA DtaZ 1Y FHE

22 Ee] 7 gEd] SA vk 7Y
o] Fig. 10°]c}.

Lo
—

CHAM-64/128 64 128 80 16 8

CHAM-128/128 | 128 128 80 32 4

CHAM-128/256 | 128 256 96 32 8

ROLg

A
function

Fig. 10. Round function with SA masking
method
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7+ wpa7) 71H-S CHAMe| A&sto] zZhzheo] As

Hli 44517] 98 AAsjele] elw7) mEelA A
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Fohs 29 AlF +F ZAelsth ohe Table

B —:E{vjjoﬂ M= 24 4 3&eA AWE £ 671A]
7]
[e]

EJJ{P /‘17&——5 94‘31?‘&4.
C-T71%4=} Debraize 7|HelMe k=8= 433}
of 27 28=256 7je} 2" =512 708 F9f Hlel:
& AHgsIgem V-G el e k=42 ARt
2 =512 709] 54 Ho] & AHgshelet.
CHAM-128/128 &% otzo] ths] wpr7) g A
Bo4 RohE AS 4T b 29 A
1.4084] Ao 2% SPECKe|t} LEASH 28
A% B b3 SRS vkl s W A
3] F2 Ades Balth A vk e A
0o

< o= 15HHoﬂx1 25u| = Abs] w

t}¢ Fig. 11° CHAM-128/128¢] &l =l
7 719 AE A o3 Alo]F £F o= vw
sto] ZAIgE Aok, adelA] B upe} o] wha

Table 2. Performance comparison of masking
methods applied on CHAM

Masking method eiriz;c(::l;flzz Encc;zf;t;on Ratio
No-Masking - 1,408 1.00
Goubin - 26,087 18.52
C-T 2,360 21,127 15.00
Debraize 9,994 21,287 15.11
KRJ - 26,784 19.02
CGTV - 35,624 25.30
V-G 7,089 28,144 19.99

40000

35000
30000
25000
20000
15000
10000
5000 /
VG

No-Masking Goubin cT Debraize CGTV

N

< Pre-com putation cycles m Encryption oycles

Fig. 11. Computational cycles for encryption on
masked CHAM-128/128
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Table 3. Performance comparison of masking
methods applied on some lightweight block
ciphers

Non Goubin KRJ
Cycles 14,791 66,467 58,979
SPECK
Ratio 1.00 4.49 3.98
Cycles 2,392 24,352 24,712
LEA
Ratio 1.00 10.18 10.33
Cycles 1,408 26,087 26,784
CHAM
Ratio 1.00 18.52 19.02




Erlel v§- $ s,
CHAM °L:9‘_°ﬂ/‘1 Ak

o4 mE uls)
owakcﬂ 184}0] 23] ¥kl Goubin 71W& 443}

& Wl vhe daelE Qb 3l
325/\}01%0] 23t &, A9 CHAM <5 =
= olbept wwstgle ) vk A g A A
o] FEahe A8 .
o] ek SuE vk Qdibo] ThE Ao B
o W& ) o

L 7og BA

23718 wie} o] CHAM £% g3 w7 7]

e A ehpsol A8 A5 21HE Aaskel
$5sje] A% vl @A B3] FATR

wel gleh, weha] B =¥ CHAM 959
Heob Aes gz fAshdA ik S fAdst
7] 93 A3 2eTofut vfAA)L ALEE =4 v}
273& A8l dubder 4 vkad) T

= v
5 el Ag Y3} b ype) ehgse

= Non-Masked CHAM round code
\bO rol32((b0*rc++)) + rol32(bl, 1) * rk[0]), 8): \ 18 cycles |

Masked CHAM reound code

temp_x = B2A(b0 * (re++). m0): \ 16 cycles

temp_m = rol32(ml, 1) .
temp_y = B2A(rol32(bl, 1) * rk[0], temp_m): 325
temp_m = (m0 + temp_m)&LAND: cycles
b0 = rol32 (A2B_Gltemp_x + temp_y, temp_m), 8]

m0 = rol32(temp_m, &);

#define k_length 32
}lintSZ_t A2B_G(uint32_t input. uint32_t mask)
L

uint32_t eutput:
uint32_t gamma, c¢_gamma, omega, T:
int i

gamma = 0xB677aabb:
c¢_gamma = gamma:

T = (c_gamma << 1) &LAND:
output = ¢_gamma " maczk:
omega = ¢_gamma & output:
output = T * input:

¢_gamma = c_gamma * output:
c¢_gamma = c_gamma & mask:
omega = omega " C¢_gamma:
c_gamma = T & input:
omega = omega * ¢_gamma!
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Table 4. Reduced masking specification for
CHAM

Version | » Number of Number of Ratio
round key | masked round

64/128 80 16 32 40%

128/128 | 80 8 16 20%

128/256 | 96 16 32 33%

Table 5. Performance comparison of reduced
masking methods applied on CHAM

for (i = 1: 1 < k_length: i++) {
c_gamma = T & mask:
c_gamma = ¢_gamma * omega: 252
T =T & input: cveles
c_gamma = c_gamma * T cycles
T = (c_gamma << 1) & LAND

1

J

. return(cutput * T);
J

Fig. 12. Comparison of cycles for one round
computation on non-masked and masked
(Goubin method) CHAM

Masking method Pr‘e-compu- Encryption Ratio
tation cycles| cycles
No-Masking - 1,408 1.00
Goubin - 6,431 4.56
C-T 2,360 5,439 3.86
Debraize 9,994 5,471 3.88
KRJ - 6,566 4.66
CGTV - 15,465 10.98
V-G 7,089 6,838 4.85
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